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Automated System for Online Proctored Exam Using 

Azure Machine Learning 

Abstract 

This AI-powered proctoring system integrates Azure 

Machine Learning (ML) and YOLOv5 for real time object detection, 

along with Azure Computer Vision for face verification, liveness 

detection, and behaviour analysis, ensuring a secure and scalable 

remote examination environment. The system comprises multiple 

security-enhancing modules, including User Authentication, Fullscreen 

& Dev Tools Detection, Real-Time Face & Presence Monitoring, 

Object & Background Analysis, Screen Activity Monitoring, Voice 

Recognition & Noise Detection, and Data Logging & Report 

Generation. Advanced AI models detect unauthorized activities, such 

as multiple face presence, suspicious object usage, background noise, 

and screen violations, in real time. The Instructor Dashboard provides 

an intuitive interface for real-time monitoring, AI driven insights, and 

automated report generation, enabling proctors to efficiently oversee 

examinations. Exam related data is securely stored in MongoDB and 

Azure Blob Storage, ensuring data integrity, scalability, and 

compliance with security standards. By leveraging cutting-edge AI, 

cloud computing, and behavioural analytics, this system delivers a 

highly reliable, automated, and unbiased remote proctoring solution 

that upholds academic integrity. 

Keywords – AI and Cloud, Azure Machine Learning & Computer 

Vision, YOLOv5 Object Detection, Face & Voice Recognition, 

Fullscreen & Dev Tools Detection, Automated Alerts & Warnings. 

 

1. Introduction 

In recent years, the educational landscape has undergone a 

significant transformation due to the increasing prevalence of online 

learning. With the growing reliance on remote assessments, ensuring 

the integrity of the examination process has become both a technical 

and ethical imperative. Traditional methods of invigilation, which rely 

on human proctors, have proven insufficient in the face of large-scale 

digital examinations. As a response, AI-driven exam proctoring 

systems have been developed to automate the process of monitoring 

test takers in real time. These systems deploy advanced algorithms for 

analysis, leveraging AI-driven automation to enhance examination 

security. Facial recognition, behaviour tracking, and anomaly 

detection to verify identities and monitor exam environments 

continuously. Despite their promise, the widespread deployment 

of AI proctoring systems raises. important concerns. Continuous 

monitoring and biometric data collection risk infringing on 

student privacy, while algorithmic biases may lead to unfair 

treatment of certain demographic groups. Moreover, the high 

computational demands of these systems exacerbate 

environmental concerns through increased energy consumption. 

The digital divide further complicates matters, as not all students 

have equal access to the high-speed internet and modern devices 

necessary for these technologies. Recognizing these challenges, 

this paper proposes a holistic approach to AI-based exam 

proctoring that leverages the capabilities of Microsoft Azure 

Cloud. Azure provides a secure, scalable, and energy-efficient 

platform that can enhance the performance of AI systems while 

ensuring compliance with global data protection standards. By 

integrating Azure’s Cognitive Services, Machine Learning 

capabilities, and secure data storage options, the proposed system 

not only improves exam security but also addresses ethical and 

sustainability issues inherent in digital education. 

 
2. Literature Review 

Nirmala M. et al. [1]. proposed the ACE: Automated 

Exam Control and E-Proctoring System Using Deep Face 

Recognition, a system tailored for in-person exams at designated 

centres. It integrates automated registration, VGG-based face 

recognition and speech technologies to monitor the examination 

environment. The system ensures student authenticity by 

comparing facial features using a Convolutional Neural Network 

(CNN) model and offers live proctoring and attendance 

management with export functionalities. In [2] Aniket Mishra et 

al. developed an AI-based Online Exam Proctoring System 

thatautomates student monitoring and verification during remote  

exams. Their system focuses on identity verification and behavior 
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In [3] Tejaswi Potluri et al. introduced a neural network- 

based approach using Attentive Net for image analysis and CNN 

Liveness Net for distinguishing between real and spoofed faces. Their 

system excels in identifying mischievous behavior and ensures liveness 

detection, thereby minimizing impersonation risks. 

In [4] Ronald C. Daniel et al. presented the AI-Proctored Exam Portal 

with Mobile Companion Application, which combines real-time 

behavior monitoring, identity verification and anomaly detection using 

Convolutional Neural Networks (CNNs). The system's mobile 

compatibility allows for flexible deployment and its AI algorithms 

support comprehensive monitoring and analysis.[5] Akanksha 

Kapruwan et al. developed an AI-based Proctoring System integrating 

YOLO-v3 for object detection and Max-Margin Object Detection CNN 

(MMOD CNN) for enhanced accuracy in identifying prohibited items 

and abnormal activities. Their approach focuses on improving the 

robustness of detection mechanisms in online exams. 

 

3. Methodology 

The proposed system utilizes a combination of Artificial 

Intelligence (AI) and Cloud Computing to deliver an automated, secure 

and scalable online proctoring solution. The methodology comprises 

multiple integrated components that function together to ensure real- 

time candidate monitoring, cheating prevention and data security.  

3.1 System Overview 

The system is designed to deliver continuous, real-time 

proctoring by leveraging Azure Computer Vision for identity 

verification and environmental monitoring and audio-based AI models 

for detecting unauthorized verbal interactions. Additionally, browser- 

based activity monitoring and automated response mechanisms are 

integrated to ensure a secure examination environment without manual 

intervention. 

3.2 Real-Time Proctoring and Anomaly Detection 

Face Verification: Utilizes Azure Computer Vision API to perform 

real-time face recognition and verification, ensuring that only the 

authorized candidate accesses and completes the examination. 

Multiple People Detection: Continuously scans the video feed using 

AI to detect the presence of unauthorized individuals in the exam 

environment, thereby preventing impersonation and external 

assistance. 

Voice Detection: Implements audio cue analysis to detect unauthorized 

verbal communication and background speech, enhancing exam 

integrity. 

Object Detection: Identifies and flags the presence of prohibited items 

(e.g., mobile phones, books) using AI-driven object recognition 

algorithms. 

Browser Activity Monitoring: Detects multiple tab switching, 

developer tool access and full-screen violations in real time, blocking 

any attempt to exploit browser functions for unfair means. 

3.3 Warning and Termination Logic 

The system features an automated warning mechanism. On 

detecting any violation (e.g., multiple faces, tab switching, or audio 

breach), the system issues real-time alerts to the candidate. If the 

number of violations exceeds a predefined threshold, the exam is 

automatically terminated and the incident is logged. An automated alert 

mechanism issues real-time warnings for each detected violation. 

3.4 Cloud Integration and Data Management 

All processing, including AI inference and data storage, is 

handled through Azure Cloud infrastructure. High-efficiency real-time 

AI processing, Secure storage of violation logs and exam session data. 

Scalability to support large numbers of concurrent users. 

4. Architecture Diagram 
 

 
Fig. 1 Architecture Diagram 

 

The proposed architecture of our AI-powered online 

proctoring system leverages advanced cloud and AI technologies 

to ensure secure, scalable and efficient monitoring of remote 

examinations. At the user interface layer, ReactJS is used to create 

an interactive front-end for candidates, facilitating exam access, 

identity authentication and real-time environment monitoring 

through audio and video capture. Browser-level event listeners 

detect multiple tab switches, developer tool access and full-screen 

violations using Browser Guard™, with all activities transmitted 

securely to the backend via API calls. The backend, powered by 

Node.js (Express JS) and Python (Flask), manages exam sessions, 

user authentication and integrates with AI modules for real-time 

inference. Azure Computer Vision APIs are utilized for face 

verification, multiple people detection and object recognition, 

while audio analysis modules identify voice activity and 

suspicious behaviour. Data is stored securely in MongoDB Atlas 

and Azure Blob Storage is used for session recordings and logs, 

ensuring compliance and scalability. Event-driven processes are 

managed by Azure Functions, enabling real-time alerts and 

automated actions based on user behaviour. Proctors have access 

to a live dashboard to monitor candidate activity and review 

violation reports in real time. This cloud-integrated architecture 

addresses the inefficiencies of existing systems by enabling real- 

time processing, high availability and robust security, offering a 

comprehensive solution for modern online examination 

environments. 

5. Future Enhancement 

Future enhancements of the AI Proctoring System aim 

to further elevate its accuracy, scalability and adaptability to 

diverse examination environments. One potential advancement 

involves integrating adaptive AI algorithms capable of learning 

user behaviour patterns over time to minimize false positives and 

improve anomaly detection in real-time. Additionally, 

incorporating Natural Language Processing (NLP) for contextual 

voice analysis could help distinguish between legitimate candidate 

responses and unauthorized conversations. Enhanced biometric 

verification, such as iris or fingerprint recognition, can be 

incorporated to strengthen identity validation. The system can also 

leverage multi-cloud deployment strategies to ensure seamless 

scalability and global availability, reducing latency for 

geographically dispersed users. Furthermore, implementing 

advanced analytics and machine learning dashboards will provide 

proctors and administrators with actionable insights into candidate 

performance and potential risks. These enhancements, coupled 

with improved data privacy and compliance protocols using 

blockchain-based audit trails, will position the AI Proctoring 

System as a robust, next-generation solution for secure, efficient 

and intelligent remote examination monitoring. 
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6. Conclusion 

 

The advent of AI-based exam proctoring systems represents 

a significant leap forward in ensuring academic integrity within the 

evolving landscape of online education. However, as demonstrated in 

this paper, the benefits of these technologies are accompanied by 

complex ethical, social, and environmental challenges. Privacy 

concerns, algorithmic bias, unequal access to technology, high energy 

consumption, and the psychological impacts of constant surveillance 

are issues that require careful consideration. By integrating the robust 

capabilities of Microsoft Azure Cloud, the proposed system addresses 

many of these challenges. Azure’s scalable, secure, and sustainable 

infrastructure supports advanced AI applications while ensuring 

compliance with international data protection standards and reducing 

the overall environmental footprint. This integration not only enhances 

the technical performance of the proctoring system but also aligns it 

with ethical imperatives and sustainable development goals. The 

framework outlined in this paper advocates for a balanced approach to 

AI-based exam proctoring—one that simultaneously upholds academic 

integrity, protects student privacy, mitigates bias, bridges the digital 

divide, and minimizes environmental impacts. Through a combination 

of technical innovation and thoughtful policy implementation, 

educational institutions can create a more equitable and sustainable 

digital learning environment. Future research should continue to refine 

these systems, exploring new methodologies for reducing energy 

consumption, improving model fairness, and supporting student well - 

being. Continuous collaboration among technologists, educators, 

policymakers, and ethicists will be crucial in fostering an innovation 

ecosystem where technological progress and ethical responsibility go 

hand in hand. In conclusion, the integration of AI-based proctoring with 

Microsoft Azure Cloud offers a promising pathway for the future of 

secure, sustainable, and equitable online assessments. By addressing 

the challenges outlined in this paper and implementing the 

recommended policy measures, it is possible to achieve a balanced 

approach that benefits all stakeholders—ensuring that technological 

advancements contribute positively to educational integrity and broader 

societal progress. 
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